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INSTRUCTIONS. Furnish this exhibit for EACH foreign principal listed in an initial statement and for EACH additional foreign principal acquired 
subsequently. The filing of this document requires the payment of a filing fee as set forth in Rule (d)(1), 28 C.F.R. § 5.5(d)(1). Compliance is 
accomplished by filing an electronic Exhibit A form at https.7/www.fara.gov.
Privacy Act Statement. The filing of this document is required by the Foreign Agents Registration Act of 1938, as amended, 22 U.S.C. § 611 er seq., 
for the purposes of registration under the Act and public disclosure. Provision of the information requested is mandatory, and failure to provide this 
information is subject to the penalty and enforcement provisions established in Section 8 of the Act. Eveiy registration statement, short form 
registration statement, supplemental statement, exhibit, amendment, copy of informational materials or other document or information filed with the 
Attorney General under this Act is a public record open to public exammation, inspection and copying during the posted business hours of the 
FARA Unit in Washington, DC. Statements are also available online at the FARA Unit’s webpage: https://www.fara.gov. One copy of every such 
document, other than informational materials, is automatically provided to the Secretary of State pursuant to Section 6(b) of the Act, and copies of 
any and all documents are routinely made available to other agencies, departments and Congress pursuant to Section 6(c) of the Act. The Attorney 
General also transmits a semi-annual report to Congress on the administration of the Act which lists the names of all agents registered under the Act 
and the foreign principals they represent. This report is available to the public in print and online at: https://www.fara.gov.

6. Country/Region Represented 
UNITED KINGDOM

1 "Government of a foreign country," as defined in Section 1(e) of the Act, includes any person or group of persons exercising sovereign de facto or de jure political jurisdiction 
over any country, other than the United States, or over any part of such country, and includes any subdivision of any such group and any group or agency to which such sovereign de 
facto or de jure authority or functions are directly or indirectly delegated. Such term shall include any faction or body of insurgents within a country assuming to exercise 
governmental authority whether such faction or body of insurgents has or has not been recognized by the United States.

U.S. Department of Justice
Washington, DC 20530

FORM NSD-3
Revised 05/20

2. Registration Number

7226

1. Name of Registrant
Mr. Matthew Caleb Stephenson

8. If the foreign principal is a foreign government, state:

a) Branch or agency represented by the registrant 
Serious and Organized Crime Network

5. Address of Foreign Principal 
3100 Massachusetts Avenue 
Washington, DC 20008 6 7 8

3. Primary Address of Registrant
Harvard Law School, Griswold 509, Cambridge, MA 02478

b) Name and title of official with whom registrant engages
Alison Gregory, SOCnet Illicit Finance Policy Lead - US

4. Name of Foreign Principal
British Embassy in Washington, D.C.

Public Reporting Burden. Public reporting burden for this collection of information is estimated to average .22 hours per response, including the 
time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the
collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions
for reducing this burden to Chief, FARA Unit, Counterintelligence and Export Control Section, National Security Division, U.S. Department of 
Justice, Washington, DC 20530; and to the Office of Information and Regulatory Affairs, Office of Management and Budget, Washington, DC 20503.
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Exhibit A to Registration Statement
Pursuant to the Foreign Agents Registration Act of
1938, as amended

7. Indicate whether the foreign principal is one of the following:

E Government of a foreign country1 

 Foreign political party

 Foreign or domestic organization: If either, check one of the following:

 Partnership  Committee
 Corporation  Voluntary group

 Association  Other (specify) 

 Individual-State nationality 
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b) Aim, mission or objective of foreign political party

No

No

No

No

No

No

11. Explain fully all items answered "Yes" in Item 10(b).
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Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

10. If the foreign principal is not a foreign government or a foreign political party: 

a) State the nature of the business or activity of this foreign principal.

12. If the foreign principal is an organization and is not owned or controlled by a foreign government, foreign political party or other 
foreign principal, state who owns and controls it.

9. If the foreign principal is a foreign political party, state:

a) Name and title of official with whom registrant engages

b) Is this foreign principal:

Supervised by a foreign government, foreign political party, or other foreign principal 

Owned by a foreign government, foreign political party, or other foreign principal 

Directed by a foreign government, foreign political party, or other foreign principal 

Controlled by a foreign government, foreign political party, or other foreign principal 

Financed by a foreign government, foreign political party, or other foreign principal 

Subsidized in part by a foreign government, foreign political party, or other foreign principal
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EXECUTION

Printed Name SignatureDate

02/02/2023 /s/Matthew Caleb StephensonMatthew Caleb Stephenson

Received by NSD/FARA Registration Unit 02/02/2023 8:40:47 AM

In accordance with 28 U.S.C. § 1746, and subject to the penalties of 18 U.S.C. § 1001 and 22 U.S.C. § 618, the undersigned swears or 
affirms under penalty of perjury that he/she has read the information set forth in this statement filed pursuant to the Foreign Agents 
Registration Act of 1938, as amended, 22 U.S.C. § 611 et seq., that he/she is familiar with the contents thereof, and that such contents 
are in their entirety true and accurate to the best of his/her knowledge and belief.
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EXECUTION

Printed Name SignatureDate

Feb. 2, 2023 Matthew C. Stephenson

Received by NSD/FARA Registration Unit 02/02/2023 8:40:47 AM

In accordance with 28 U.S.C. § 1746, and subject to the penalties of 18 U.S.C. § 1001 and 22 U.S.C. § 618, the
undersigned swears or affirms under penalty of perjury that he/she has read the information set forth in this 
statement filed pursuant to the Foreign Agents Registration Act of 1938, as amended, 22 U.S.C. § 611 et seq., that 
he/she is familiar with the contents thereof, and that such contents are m their entirety true and accurate to the best 
of his/her knowledge and belief.



Check Appropriate Box:

7. What is the date of the contract or agreement with the foreign principal? 01/23/2023

8. Describe fully the nature and method of performance of the above indicated agreement or understanding.
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Privacy Act Statement. The filing of this document is required for the Foreign Agents Registration Act of 1938, as amended, 22 U.S.C. § 611 et seq., 
for the puiposes of registration under the Act and public disclosure. Provision of the information requested is mandatory, and failure to provide 
the information is subject to the penalty and enforcement provisions established in Section 8 of the Act. Every registration statement, short form 
registration statement, supplemental statement, exhibit, amendment, copy of informational materials or other document or information filed with the 
Attorney General under this Act is a public record open to public examination, inspection and copying during the posted business hours of the 
FARA Unit in Washington, DC. Statements are also available online at the FARA Unit’s webpage: https://www.fara.gov. One copy of eveiy such 
document, other than informational materials, is automatically provided to the Secretary of State pursuant to Section 6(b) of the Act, and copies of 
any and all documents are routinely made available to other agencies, departments and Congress pursuant to Section 6(c) of the Act. The Attorney 
General also transmits a semi-annual report to Congress on the administration of the Act which lists the names of all agents registered under the Act 
and the foreign principals they represent. This report is available to the public in print and online at: https://www.fara.gov

INSTRUCTIONS. A registrant must furnish as an Exhibit B copies of each written agreement and the terms and conditions of each oral agreement 
with his foreign principal, including all modifications of such agreements, or, where no contract exists, a full statement of all the circumstances by 
reason of which the registrant is acting as an agent of a foreign principal. Compliance is accomplished by filing an electronic Exhibit B form at 
https://www.fara.gov.

The UK Embassy has requested that I provide a "rapid evidence review" in the form of a 20-25 page report, 
describing the perspectives of various professional groups (including lawyers, investment advisors, and 
accountants, among others) on a proposal known as the ENABLERS Act, which was proposed but did not pass in 
the 117th Congress. Preparation of the report will involve reading publicly available materials (for 
example, lobbying materials submitted to Congress by the American Bar Association and other trade groups) 
and conducting brief interviews with representatives of professional associations.

FORM NSD-4
Revised 05/20

2. Registration Number
7226

4. 0 The agreement between the registrant and the above-named foreign principal is a formal written contract. If this box is 
checked, attach a copy of the contract to this exhibit.

1. Name of Registrant
Mr. Matthew Caleb Stephenson

U.S. Department of Justice

Washington, DC 20530

Public Reporting Burden. Public reporting burden for this collection of information is estimated to average .32 hours per response, including the 
tune for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the 
collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions
for reducing this burden to Chief, FARA Unit, Counterintelligence and Export Control Section, National Security Division, U.S. Department of 
Justice, Washington, DC 20530; and to the Office of Information and Regulatory Affairs, Office of Management and Budget, Washington, DC 20503.

3. Name of Foreign Principal
British Embassy in Washington, D.C.

6.  The agreement or understanding between the registrant and the foreign principal is the result of neither a formal written 
contract nor an exchange of correspondence between the parties. If this box is checked, give a complete description below of 
the terms and conditions of the oral agreement or understanding, its duration, the fees and expenses, if any, to be received.

5.  There is no formal written contract between the registrant and the foreign prmcipal. The agreement with the above-named 

foreign principal has resulted from an exchange of correspondence. If this box is checked, attach a copy of all pertinent 
correspondence, including a copy of any initial proposal which has been adopted by reference in such correspondence.
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OMB No. 1124-0004; Expires July 31, 2023

Exhibit B to Registration Statement
Pursuant to the Foreign Agents Registration Act of
1938, as amended
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Yes No S

Set forth below a general description of the registrant's activities, including political activities.

Date Contact Purpose
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Set forth below in the required detail the registrant's political activities.

Method

If yes, describe all such political activities indicating, among other things, the relations, interests or policies to be influenced 
together with the means to be employed to achieve this purpose. The response must include, but not be limited to, activities 
involving lobbying, promotion, perception management, public relations, economic development, and preparation and 
dissemination of informational materials.

11. Prior to the date of registration2 for this foreign principal has the registrant engaged in any registrable activities, such as political 

activities, for this foreign principal?

If yes, describe in full detail all such activities. The response should include, among other things, the relations, interests, and 
policies sought to be influenced and the means employed to achieve this purpose. If the registrant arranged, sponsored, or 
delivered speeches, lectures, social media, internet postings, or media broadcasts, give details as to dates, places of delivery, 
names of speakers, and subject matter. The response must also include, but not be limited to, activities involving lobbying, 
promotion, perception management, public relations, economic development, and preparation and dissemination of 
informational materials.

10. Will the activities on behalf of the above foreign principal include political activities as defined in Section 1 (o) of the Act1. 

Yes  No 0

9. Describe fully the activities the registrant engages in or proposes to engage in on behalf of the above foreign principal. 

As noted above, the sole activity covered by this contract is the preparation of a report that summarizes 
the views of various professional groups (such as lawyers) on the ENABLERS Act proposal, and provides some 
discussion of any changes to the proposed bill that they might suggest. The contract involves no lobbying, 
arranging meetings with government officials, or other traditional political activities . I am therefore 
unsure whether FARA registration is required. However, my understanding is that the reason the British 
Embassy wants this report is so that its engagement in discussions with U.S. parties (including U.S. 
government officials) can be better informed. Therefore, out of an abundance of caution, I am filing this 
FARA registration in case the preparation of such a report qualifies as political consulting activity.
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Yes No [x]

Amouiit/Thing of ValuePurpose

Yes No S

If yes, set forth below in the required detail an account of such monies or things of value.

Recipient Amount/Thing of ValueDate Purpose

Received by NSD/FARA Registration Unit 02/02/2023 8:40:50 AM

12. During the period beginning 60 days prior to the obligation to register1 * 3 for this foreign principal, has the registrant received from 

the foreign principal, or from any other source, for or in the interests of the foreign principal, any contributions, income, money, 
or thing of value either as compensation, or for disbursement, or otherwise?

13. During the period beginning 60 days prior to the obligation to register4 for this foreign principal, has the registrant disbursed or 

expended monies or things of value in connection with activity on behalf of the foreign principal or transmitted monies 
or things of value on behalf of the foreign prmcipal or transmitted monies or things of value to the foreign principal?

1 "Political activity," as defined in Section l(o) of the Act, means any activity which the person engaging in believes will, or that the person intends to. in any way influence
any agency or official of the Government of the United States or any section of the public within the United States with reference to formulating, adopting, or changing the
domestic or foreign policies of the United States or with reference to the political or public interests, policies, or relations of a government of a foreign country or a foreign 
political party.

2,3,4 Pursuant to Section 2(a) of the Act, an agent must register within ten days of becoming an agent, and before acting as such.

If yes, set forth below in the required detail an account of such monies or things of value. 

Date Received From Whom
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EXECUTION

Printed NameDate Signature

02/02/2023 /s/Matthew Caleb StephensonMatthew Caleb Stephenson

Received by NSD/FARA Registration Unit 02/02/2023 8:40:50 AM

In accordance with 28 U.S.C. § 1746, and subject to the penalties of 18 U.S.C. § 1001 and 22 U.S.C. § 618, the undersigned swears or 
affirms under penalty of perjury that he/she has read the information set forth in this statement filed pursuant to the Foreign Agents 
Registration Act of 1938, as amended, 22 U.S.C. § 611 et seq., that he/she is familiar with the contents thereof, and that such contents 
are in their entirety true and accurate to the best of his/her knowledge and belief.
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EXECUTION

Printed Name SignatureDate

Feb. 2, 2023 Matthew C. Stephenson

Received by NSD/FARA Registration Unit 02/02/2023 8:40:50 AM

In accordance with 28 U.S.C. § 1746, and subject to the penalties of 18 U.S.C. § 1001 and 22 U.S.C. § 618, the
undersigned swears or affirms under penalty of perjury that he/she has read the information set forth in this 
statement filed pursuant to the Foreign Agents Registration Act of 1938, as amended, 22 U.S.C. § 611 et seq., that 
he/she is familiar with the contents thereof, and that such contents are m their entirety true and accurate to the best 
of his/her knowledge and belief.



Received by NSD/FARA Registration Unit 02/02/2023 8:40:50 AM

■ I

By email 13th January 2023

Dear Matthew

Notice of Contract Award Decision - Tender Reference: 344912/1160935.

Thank you for your interest in this Tender and we look forward to working with you on this contract.

Yours faithfully

Sign: Sign:

Signed for on behalf of the FCDO by Signed for on behalf of the Contractor by

Name: Name:

Position: Position:

Date: 20 January 2023
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Alison Gregory
SOCnet Illicit Finance Policy Lead - US

I am pleased to inform you that the Secretary of State for Foreign, Commonwealth and Development 

Affairs (the Authority) has made the decision to award the contract to you.

Please proceed with the performance of the contract in accordance with its terms in ATT3_Terms 

and Conditions Rapid Evidence Review US Business Sectors and Enablers Act (attached), and 

acknowledge this award of Contract to you by completing the sections under the signature and 

returning a copy to this office.

Thank you for your Tender dated 06/01/2023 for the provision of Rapid Evidence Review Research 

Project on US professional business sector views of the US Enablers Act for British Embassy 

Washington.

Alison Gregory SOCnet Illicit Finance Policy Lead 

3100 Massachusetts Avenue NW 

Washington, DC 20008 

Tel: +1 202 5881580 

Email: alison.gregory@fcdo.gov.uk

MSV
British Embassy 
Washington
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SHORT CONTRACT CONDITIONS

Index of Contract Conditions

1 18

2 19

3 20 Discrimination

4 21 Conflict of Interest

5 22

6 23

7 24

8 25 Insurance

9 26 Notices

10 27 Variations to the Contract

11 28 General

12 29

13 30

14 31

15 32

16 33 Safeguarding

17

Annexes

A

B.1

B.2

C

1. INTERPRETATION

1.1 In these terms and conditions:

“Agreement”

“Authority”

“Condition” means a clause in the Contract;

“Contractor” means the supplier of the Goods or Services;

“Contract”

Page 1 of 21

"Authority's
Representative"

“Confidential
Information”

These conditions shall not apply where the supply of goods or services is subject to the terms of a framework contract between the 
Contractor and the Authority or any other government department or agency. These short form conditions of contract shall not take 

precedence over or replace any existing Contractual agreements between the Contractor and the Authority.

means the individual authorised to act on behalf of the Authority for the purposes of the 
Contract;

means the contract between (i) the Customer acting as part of the Crown and (ii) the 
Supplier constituted by the Supplier’s countersignature of the Award Letter and includes 
the Award Letter and Annexes;

means the agreement between the Authority and the Contractor consisting of these 
Conditions together with any amendments and/or additions thereto as specified on the 
Purchase Order;

Interpretation

Supply of Goods

Supply of Services

Subject Matter Of The Contract And Contract Period 

Title and Risk

Acceptance

Payment

Warranties and Acknowledgements

Remedies

Prevention of Corruption 

Official Secrets Acts

Supplier Code of Conduct (Programme including ODA) 

Processing, Personal Data and Data Subjects Schedule 

Joint Controller Agreement

Security [not used]

Sub-Contracting

Disclosure of Information

Loss or Damage

Recovery of Sums from Contractor 

Termination

Transparency

Data Protection

Confidentiality

Intellectual Property Rights 

Force Majeure 

Environmental Requirements

Health, Safety and Security 

Assignment

"Authority" means the Secretary of State for Foreign, Commonwealth and Development 
Affairs and includes the Authority's Representative. In this Contract, the Authority is acting 
as part of the Crown.

means the terms of this Contract, together with all information in whatever form and on 
whatever media of either party which relates to the business, affairs, trade secrets, 
products, services, marketing plans, software, databases, know-how, personnel, 
customers or suppliers of either party (as the case may be), whether marked as 
confidential or which otherwise may reasonably be regarded as the confidential 
information of a party and which is disclosed or acquired at any time whether before or 
after the Contract Commencement Date as a result or in anticipation of this Contract;

ATT3_Terms and Conditions Rapid Evidence Review US Business Sectors and Enablers Act
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Dispute Resolution 

Law
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take the meaning given in the GDPR;

“Credit transfer”

“Crown Body”

“DPA 2018” means the Data Protection Act

“Data Loss Event”

“Gateway”

“GDPR” means the General Data Protection Regulation (Regulation (EU) 2016/679);

"Goods"

is a credit card used for purchasing and/or payment;

“Joint Controllers”

“LED” means the Law Enforcement Directive (Directive (EU) 2016/680)

“Law”

“Notice”

“Party” means a Party to this Agreement;

Page 2 of 21

“Data Protection
Legislation”

“Data Protection
Impact Assessment”

“Data Subject
Request”

“A GPC (Government 
Procurement Card)”

means any department, office or agency of the Crown “FOIA” means the Freedom of 
Information Act 2000;

means an assessment by the Controller of the impact of the envisaged processing on the 
protection of Personal Data;

means where two or more Controllers jointly determine the purposes and means of 
processing

means any law, subordinate legislation within the meaning of Section 21(1) of the 
Interpretation Act 1978, bye-law, enforceable right within the meaning of Section 2 of the 
European Communities Act 1972, regulation, order, regulatory policy, mandatory 
guidance or code of practice, judgment of a relevant court of law, or directives or 
requirements with which the Processor is bound to comply;

means information from either Party to the other Party about a particular action that has 
been taken;

means a review which may be conducted by or for a government department into 
whether or not a programme, project or any activity is making progress in line with 
agreed objectives;

is a payment instruction from the Authority to its bank or payment service provider to 
transfer an amount of money to another account.

means any event that results, or may result, in unauthorised access to Personal Data 
held by the Processor under this Agreement, and/or actual or potential loss and/or 
destruction of Personal Data in breach of this Agreement, including any Personal Data 
Breach;

means a request made by, or on behalf of, a Data Subject in accordance with rights 
granted pursuant to the Data Protection Legislation to access their Personal Data;

means (i) the GDPR, the LED and any applicable national implementing Laws as 
amended from time to time (ii) the DPA 2018 [subject to Royal Assent] to the extent that 
it relates to processing of personal data and privacy; (iiii) all applicable Law about the 
processing of personal data and privacy;

means anything which the Contractor supplies to the Authority under the Contract
including any materials provided as part of the Service;

means patents, trademarks, service marks, copyright, moral rights, rights in a design, 
know-how, confidential information and all or any other intellectual or industrial property 
rights whether or not registered or capable of registration and whether subsisting in the 
United Kingdom or any other part of the world together with all or any goodwill relating or 
attached thereto;

“Controller, Processor, 
Data Subject, 
Personal Data, 
Personal Data Breach 
Data Protection
Officer”

ATT3_Terms and Conditions Rapid Evidence Review US Business Sectors and Enablers Act
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“Intellectual Property 
Rights”
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“Processor Personnel”

“Protective Measures”

“Purchase Order”

“Regulatory Body”

“Services”

“Sub-processor”

“The Crown”

2. SUPPLY OF GOODS

2.1

2.2

2.3

2.4

2.5

3.

3.1

3.2

3.3

3.4

4. SUBJECT MATTER OF THE CONTRACT AND CONTRACT PERIOD

4.1

4.2

Page 3 of 21

means any organisation/authority that is authorised to set directions for or monitor 
standards set out in law;

means all the services (including any works) which the Contractor provides to the 
Authority under the Contract;

means all directors, officers, employees, agents, consultants and contractors of the 
Processor and/or of any Sub-Processor engaged in the performance of its obligations 
under this Agreement

means any third Party appointed to process Personal Data on behalf of that Processor 
related to this Agreement;

means the form, on the other side of these Conditions or attached separately, which the 
Authority sends to the Contractor setting out the Authority’s specific requirements, the 
contract terms which apply to the Goods and/or Services and any documents referred to 
therein;

means any central government department of the United Kingdom, or a Devolved 
Administration, or any other body which is legally defined as a Crown Body.

means appropriate technical and organisational measures which may include: 
pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, 
availability and resilience of systems and services, ensuring that availability of and 
access to Personal Data can be restored in a timely manner after an incident, and 
regularly assessing and evaluating the effectiveness of the such measures adopted by it.

The Contractor shall supply the Goods specified in the Contract. Goods may be returned at the Contractor's 
expense if they do not correspond with the Contract and/or any sample provided.

All Goods shall be transported at the Contractor’s risk and delivered, carriage paid, in the quantities and at the 
time and place specified in the Purchase Order. Where no delivery time is stipulated by the Authority the 
Goods and/or provision of Services shall be made within ten working days of receipt of the order by the 
Contractor.

The Contractor shall perform the Services in the manner and exercising that degree of skill, care, diligence, 
which would reasonably and ordinarily be expected from a skilled and experienced person engaged in 
providing the same or similar services as the Contractor in the same or similar circumstances as are relevant 
for the purposes of the Contract.

Where no delivery time is specified by the Authority the Services shall be provided within 10 working days of 
receipt of the order by the Contractor unless otherwise agreed between the parties.

The Contractor shall make good at its own expense any defects in the Service and/or workmanship which 
exist or may appear up to 6 months after completion of the Service.

Where applicable, the Contractor must provide the Authority with a copy of its insurance certificate under the 
Construction Industry Tax Deduction Scheme before commencing the Services.

This Contract is for delivery of a rapid evidence review report on US Business Sectors views on the 
principles contained within the Enablers Act.

The Contract period begins on 20 January 2023 and ends on 31 March 2023.

ATT3_Terms and Conditions Rapid Evidence Review US Business Sectors and Enablers Act
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The Authority may notify the Contractor of a change in the specified delivery time/date up to 5 working days 
before delivery.

The Contractor shall provide a delivery note with all deliveries as well as other appropriate documentation 
and/or copies of proof of deliveries as reasonably requested by the Authority. Such documentation must 
clearly show the Authority’s Purchase Order number and date.

If the Contractor requires packaging to be returned, it will be returned at the Contractor's expense.

SUPPLY OF SERVICES
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5. TITLE AND RISK

5.1

6.

6.1

7.

7.1

7.2

7.3

7.4

8. WARRANTIES AND ACKNOWLEDGEMENTS

8.1

8.2

8.3

9. REMEDIES

9.1

9.2

9.3

9.4

10. PREVENTION OF CORRUPTION

10.1

Page 4 of 21

The Authority may elect to pay for the Services by Contractor invoice via credit transfer or by Government 
Procurement Card.

The Authority may terminate this Contract and recover all its losses if the Contractor, their employees or 
anyone acting on the Contractor’s behalf corruptly offers, gives or agrees to give to anyone any inducement or

The Contractor shall submit an invoice within 28 days of supplying the Goods or Services to the satisfaction of 
the Authority. The invoice must show the amount of VAT payable, bear the Authority’s relevant purchase 
order number and be sent to the invoicing address defined in the contract award letter.

The Authority shall pay the Contractor within 30 days of receipt of an undisputed invoice by payment direct to 
the Contractors bank account as a credit transfer.

Supply of Goods

The Contractor warrants that the Goods which it is providing correspond to the description and/or sample 
given to the Authority by the Contractor and all other warranties, conditions or terms relating to the fitness for 
purpose, quality or condition of the Goods implied by statute or common law apply in relation to this Contract 
and may not be excluded.

The Contractor warrants that title to the Goods is free from all encumbrances and that the Contractor has the 
right to sell the same.

Supply of Services

The Contractor warrants that the Services which it provides under the Contract correspond to the Authority’s 
requirements and is consistent with the standards that are referred to in Condition 3.1 (Supply of Services) 
and any other standards which may be implied by statute or common law that apply to this Contract may not 
be excluded.

Supply of Goods

If the Contractor does not deliver Goods on time the Authority may terminate the Contract and claim losses 
from the Contractor.

The Authority shall not be deemed to have accepted the goods until one of its officers has been afforded a 
reasonable opportunity to examine them.

PAYMENT

The price that the Authority shall pay for the Goods and/or Service is as set out on the Purchase Order and 
unless otherwise stated incorporates all incidental costs (except for VAT) incurred by the Contractor in 
providing the Goods and/or Service including but not limited to administration, collection, transport, packaging 
and disposal. For the avoidance of doubt, unless otherwise stated, all prices are exclusive of VAT. 

Payment against invoice

ATT3_Terms and Conditions Rapid Evidence Review US Business Sectors and Enablers Act
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If the Contractor delivers faulty Goods to the Authority, the Authority may within a reasonable time period (at 
least 3 months from the date of delivery):

(a)

(b)

notify the Contractor of the defect in such Goods and

may request the Contractor to replace, repair or reinstate the Goods within such time period as is 
reasonable in the circumstances (no less than 24 hours).

Where the Contractor fails to comply with a request made under Condition 9.2(b) above (Supply of Goods), 
the Authority shall be entitled to a full refund and may cancel any further deliveries due at the Contractor’s 
expense.

Supply of Services

If the Contractor provides defective Services the Authority may require that they put this right within a 
reasonable specified time. Where the Contractor fails to comply with such a request within the specified time 
the Authority may carry out the remedial measures itself or through another contractor and recover any costs 
incurred from the Contractor. Any costs and expenses incurred may be set off against any monies owing to 
the Contractor.

The title and risk in any Goods shall pass to the Authority upon acceptance by the Authority, in accordance 
with Condition 6 (Acceptance).

ACCEPTANCE
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11.

11.1

12. CONFIDENTIALITY

12.1

12.2

12.3

12.4

(a)

(b)

(e)

12.5

12.6

12.7

12.8

(a)

(b)

12.9

12.10
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The Contractor shall take all reasonable steps to ensure that all persons employed by him or by any sub­
contractor in connection with the Contract are aware of the Official Secrets Acts 1911 to 1989, and 
understand that these Acts apply to them during and after performance of any work under or in connection 
with the Contract.

(c)

(d)

(c)

(d)
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The parties acknowledge that, except for any information which is exempt from disclosure in accordance with 
the provisions of the FOI Act, the content of this Contract is not Confidential Information. The Authority shall 
be responsible for determining in its absolute discretion whether any of the content of the Contract is exempt 
from disclosure in accordance with the provisions of the FOI Act. Notwithstanding any other term of this 
Contract, the Contractor gives consent to the Authority to publish the Contract in its entirety, (but with any 
information which is exempt from disclosure in accordance with the provisions of the FOI Act redacted) 
including from time to time agreed changes to the Contract, to the general public.

The Authority may consult with the Contractor to inform its decision regarding any exemptions but the 
Authority shall have the final decision in its absolute discretion.

The Contractor shall assist and cooperate with the Authority to enable the Authority to publish this Agreement. 

Condition 12.2 (Confidentiality) shall not apply to the extent that:

such disclosure is a requirement of Law placed upon the party making the disclosure, including any 
requirements for disclosure under the FOIA, Code of Practice on Access to Government Information 
or the Environmental Information Regulations 2004 pursuant to Condition 19.1 (Disclosure of 
Information);

such information was in the possession of the party making the disclosure without obligation of 
confidentiality prior to its disclosure by the information owner;

such information was obtained from a third party without obligation of confidentiality;

such information was already in the public domain at the time of disclosure otherwise than by a 
breach of this Contract; or

it is independently developed without access to the other party's Confidential Information.

The Contractor may only disclose the Authority's Confidential Information to the persons it has employed or 
engaged who are directly involved in the provision of the Services and who need to know the information, and 
shall ensure that such persons are aware of and shall comply with these obligations as to confidentiality. 

The Contractor shall not, and shall procure that the persons it has employed or engaged do not, use any of 
the Authority's Confidential Information received otherwise than for the purposes of this Contract.

At the written request of the Authority, the Contractor shall procure that those persons it has employed or 
engaged identified in the Authority's notice sign a confidentiality undertaking prior to commencing any work in 
accordance with this Contract.

Nothing in this Contract shall prevent the Authority from disclosing the Contractor's Confidential Information: 

to any Crown Body or Overseas Governments. All Crown Bodies receiving such Confidential 
Information shall be entitled to further disclose the Confidential Information to other Crown Bodies on 
the basis that the information is confidential and is not to be disclosed to a third party which is not part 
of any Crown Body;

to any consultant, contractor or other person engaged by the Authority or any person conducting a 
Gateway or other assurance review;

for the purpose of the examination and certification of the Authority's accounts; or

for any examination pursuant to Section 6(1) of the National Audit Act 1983 of the economy, efficiency 
and effectiveness with which the Authority has used its resources.

The Authority shall use all reasonable endeavours to ensure that any Crown Body, employee, third party or 
sub-contractor to whom the Contractor's Confidential Information is disclosed pursuant to Condition 12.8 
(Confidentiality) is made aware of the Authority's obligations of confidentiality.

Nothing in this Condition 12 (Confidentiality) shall prevent either party from using any techniques, ideas or 
know-how gained during the performance of this Contract in the course of its normal business to the extent 
that this use does not result in a disclosure of the other party's Confidential Information or an infringement of 
Intellectual Property Rights.

reward in respect of this or any other Authority contract (even if the Contractor does not know this has been 
done); or commits an offence under the Bribery Act 2010.

OFFICIAL SECRETS ACTS
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12.11

12.12

13.

13.1

13.2

13.3

13.4

14.

14.1

15. ENVIRONMENTAL REQUIREMENTS

15.1

15.2

15.3

15.4

16.

16.1

17.

17.1

18.

18.1

18.2
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Neither Party shall be liable for failure to perform its obligations under the contract if such failure results from 
circumstances beyond that Party’s reasonable control. Strike action by a Party’s staff is not a Force Majeure 
event.

The Contractor shall not sub-contract or transfer, assign, charge, or otherwise dispose of the Contract or any 
part of it without the prior written consent of the Authority.

SUB-CONTRACTING

In the event that the Contractor fails to comply with this Condition 12 (Confidentiality), the Authority reserves 
the right to terminate the Contract by notice in writing with immediate effect.

The provisions under this Condition 12 (Confidentiality) are without prejudice to the application of the Official 
Secrets Acts 1911 to 1989 to any Confidential Information.

INTELLECTUAL PROPERTY RIGHTS.

Nothing in the Contract shall be construed to create a partnership, joint venture, agency or 
employer/employee relationship between the parties.

In carrying out the Services the Contractor will be acting as principal and not as the agent to the Authority. 
Accordingly:
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Intellectual Property Rights in the Services and any Deliverables that are specifically developed or created for 
the Authority will be vested in the Authority (save that the Contractor will retain ownership of any Contractor
Proprietary Materials which become imbedded in such Deliverables, which will be licensed in accordance with 
the provisions of Condition 13.3 (Intellectual Property Rights). The Contractor agrees to (and will procure that 
its personnel acting as consultants will) assign and hereby assigns (including by way of future assignment in 
the case of copyrights) to the Authority with full title guarantee all of its worldwide rights, title and interest 
(whether present, future, vested or contingent) in and to such Intellectual Property Rights, including moral 
rights, for the full term thereof.

The Contractor will execute all such documents and undertake any and all such acts, including but not limited 
to obtaining assignments of Intellectual Property Rights from personnel of the Contractor to the Contractor as 
may from time to time be required in order to vest the rights assigned pursuant to Condition 13.1 (Intellectual 
Property Rights) above properly in the Authority.

Where the Deliverables contain any Contractor Proprietary Material, then the Authority will be granted a 
perpetual, non-exclusive, transferable, worldwide, royalty free licence in respect of such Contractor 
Proprietary Material, to the extent necessary to use such Deliverables (including for the purposes of their 
adaptation, modification and/or reproduction).

The Contractor warrants, represents and undertakes that its provision of Services and Deliverables under this 
Contract will not infringe any Intellectual Property Rights of which a third party is the proprietor and that the 
Contractor is free to grant the licence set out in Condition 13.1 (Intellectual Property Rights). The Contractor 
agrees to indemnify and hold harmless the Authority against any and all liability, loss, damage, costs and 
expenses (including legal costs) which the Authority may incur or suffer as a result of any claim of alleged or 
actual infringement of a third party’s Intellectual Property Rights by reason of either its or the Contractor’s 
possession or use in any manner of any Deliverables or Services.]

FORCE MAJEURE

In providing the Goods or Services the Contractor shall comply with the Department’s environmental policy, 
which is to conserve energy, water and other resources, reduce waste and phase out the use of ozone 
depleting substances and minimise the release of greenhouse gases, Volatile Organic Compounds and other 
substances damaging to health and the environment.

All written outputs, including reports, produced in connection with the Contract shall (unless otherwise 
specified) be produced on recycled paper containing at least 80% post consumer waste and used on both 
sides where appropriate.

Maximum use must be made of recycled materials in the manufacture of crates, pallets, boxes, cartons, 
cushioning and other forms of packaging.

Packaging must be capable of recovery for reuse or recycling.

HEALTH, SAFETY AND SECURITY

The Contractor shall ensure that all of the Contractor’s staff who have access to or are employed on the 
Authority’s premises comply with the Authority’s health, safety and security procedures and instructions and 
complete any additional security clearance procedures required by the Authority when working at the 
Authority’s premises.

ASSIGNMENT
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(a)

(b)

18.3

18.4

18.5

19.

19.1

19.2

19.3

(a)

(b)

(c)

(d)

20.

20.1

21. CONFLICT OF INTEREST

21.1
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The Contractor shall establish and maintain appropriate business standards, procedures and controls to 
ensure that no conflict of interest arises between Services undertaken for the Authority and that undertaken 
for other clients or the provision of Goods for the Authority and that undertaken for other clients. The 
Contractor shall avoid knowingly committing any acts which are likely to result in any allegation of impropriety 
against the Authority, including conflicts of interest which are likely to prejudice his independence and 
objectivity in performing the Contract, however this might arise.
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The Contractor shall not unlawfully discriminate either directly or indirectly on protected characteristics such 
as race, colour, ethnic or national origin, disability, sex or sexual orientation, religion or belief, or age. The 
Contractor shall not unlawfully discriminate within the meaning and scope of the provisions of all relevant 
legislation including the Equality Act 2010 or other relevant or equivalent legislation, as amended from time to 
time.

The Contractor will not (and will procure that its agents and servants do not) say or do anything that 
might lead any other person to believe that the Contractor is acting as the agent of the Authority, and

Nothing in this Contract will impose any liability on the Authority in respect of any liability incurred by 
the Contractor to any other person but this will not be taken to exclude or limit any liability of the 
Authority to the Contractor that might arise by virtue of either a breach of this Contract or any 
negligence on the part of the Authority, its staff or agents.

Where the Contractor enters into a sub-contract for the provision of any part of the Services, the Contractor shall 
ensure that a term is included in the sub-contract which requires the Contractor to pay all sums due to the 
sub-contractor within a specified period, not exceeding 30 days from the date of receipt of a valid invoice as 
defined by the terms of that sub-contract.

The sub-contract shall also include a provision enabling the Authority to have the ability to directly enforce the 
benefit of the sub-contract under the Contracts (Rights of Third Parties) Act 1999, obligations in respect of security 
and secrecy, intellectual property and audit rights for the benefit of the Authority corresponding to those placed on 
the Contractor, but with such variations as the Authority reasonably considers necessary. The Contractor shall not 
include in any sub-contract any provision the effect of which would be to limit the ability of the Sub-contractor to 
contract directly with the Authority or a replacement provider of Services.

For the avoidance of doubt, in this Contract all persons engaged by the Services Provider and used under this 
Contract (whether permanent or temporary) will be used as part of the Services provision offered by the Service 
Provider. Any and all persons engaged by the Services Provider shall sign terms of engagement with the Service 
Provider and shall not be deemed to have an employment or co-employment relationship with the Authority. In 
respect of its staff and all other persons engaged by it to deliver the Services under the Contract, the Services 
Provider is responsible for ensuring the payment of remuneration, for making statutory deductions and for 
payment of all statutory contributions in respect of earnings related National Insurance and the administration of 
income tax (PAYE) which is applicable by law. All Parties shall adhere to all employment legislation.

DISCLOSURE OF INFORMATION

To enable compliance with the Freedom of Information Act 2000 and the Environmental Information 
Regulations 2004, the Authority reserves the right to disclose information about this Contract pursuant to a 
valid request for information.

The Contractor shall not disclose any information relating to the Contract or the Authority’s activities without 
the prior written consent of the Authority, which shall not be unreasonably withheld. Such consent shall not be 
required where the information is already in the public domain, is in the possession of the Contractor without 
restriction as to its disclosure, or is received from a third party who lawfully acquired it and is under no 
obligation restricting its disclosure.

The Authority is subject to the Data Protection Act 1998 and under the provisions of that Act it is a Data 
Controller and the Contractor is a Data Processor. To ensure that the Authority complies with its obligations 
under the Data protection Act 1998, the Contractor agrees:

to process Personal Data only in accordance with instructions from the Authority and only to the 
extent, and in such manner, as is necessary for the provision of the Services or as is required by Law 
or any Regulatory Body;

to take appropriate organisational steps to protect the Personal Data from unauthorised or unlawful 
access or use, accidental loss, destruction, damage, alteration or disclosure.

to take reasonable steps to ensure the Contractor’s Staff understand that the Personal Data is 
confidential and the importance of maintaining this confidentiality.

to obtain the Authority’s consent in writing before transferring Personal Data to any sub-contractors or 
anyone else involved in providing the Services.

DISCRIMINATION
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21.2

21.3

21.4

21.5

21.6

22.

22.1

23.

23.1

24.

24.1

24.2

24.3

25.

25.1

26.

26.1
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(b)

(c)

If the Contractor fails to fulfil its obligations under the Contract, the Authority may terminate the Contract 
immediately by written notice and, in accordance with Condition 23 (Recovery Of Sums From Contractor) may 
recover from the Contractor any reasonable costs necessarily and properly incurred by the Authority as a 
consequence of termination.

Without prejudice to Condition 23.1 (Recovery Of Sums From Contractor), the Authority shall at any time have 
the right to terminate the Contract or reduce the quantity of Goods or Services to be provided by the
Contractor by giving the Contractor one month’s written notice. During the period of notice the Authority may 
direct the Contractor to perform all or any of the work under the Contract. Where the Authority has invoked 
either of these rights, the Contractor may claim reasonable costs which it has incurred necessarily and 
properly as a result of the termination or reduction provided that the claim shall not exceed the total cost of the 
Contract. The Contractor’s claim for reasonable costs shall not include loss of profit and consequential losses.

Termination or reduction under this provision shall not affect the rights of the parties to the Contract that may 
have accrued up to the date of termination.

INSURANCE

Where relevant and/or required by law, the Contractor shall put in place and maintain an adequate level of 
insurance cover in respect of all risks that may be incurred by him in the performance of this Contract.

NOTICES

Whenever under the Contract any sum or sums of money shall be recoverable from or payable by the 
Contractor to the Authority, that amount may be deducted from any sum then due, or which at any later time may 
become due, to the Contractor under the Contract or under any other contract with the Authority or with any 
department, agency or office of Her Majesty’s Government.

TERMINATION

By delivery to the Contractor’s place of busines or any other address to which the Parties have agreed 
previously and recorded in writing that a Notice can be sent; or

By sending it by facsimile to the Contractor; or

By ordinary first class post to the Contractor’s last known place of business or registered office.

The Contractor shall, without delay and at the Contractor’s own expense, reinstate, replace or make good to the 
satisfaction of the Authority, or if the Authority agrees, compensate the Authority, for any loss or damage 
connected with the performance of the Contract, except to the extent that such loss or damage is caused by the 
neglect or default of the Authority. “Loss or damage” includes but is not limited to loss or damage to property, 
personal injury, sickness or death and loss of use suffered as a result of any loss or damage.

RECOVERY OF SUMS FROM CONTRACTOR

The Contractor shall notify the Authority immediately of any circumstances it becomes aware of which give 
rise or potentially give rise to a conflict with the Contractor’s provision of the Goods or Services and shall 
advise the Authority of how they intend to avoid such a conflict arising or remedy such situation.

Where a potential or actual conflict of interest arises, the Contractor shall subject to any obligations of 
confidentiality it may have to third parties provide all information and assistance reasonably necessary (at the 
Contractor's cost) that the Authority may request of the Contractor in order to avoid or resolve the conflict of 
interest and shall ensure that at all times they work together with the Authority with the aim of avoiding a 
conflict or remedy a conflict.

Where it considers further or extensive action is necessary to identify and/or manage a conflict of interest the 
Authority shall have the right to require that the Contractor puts in place "Ethical Walls" and will ensure and 
satisfy the Authority that all information relating to the Contract and to the Services and Deliverables 
completed pursuant to it (to include all working papers, draft reports in both tangible and intangible form) are 
not shared or made available to other employees, contractors or agents of the Contractor and that such 
matters are not discussed by the relevant staff with other employees, contractors or agents of the Contractor. 

In the event of a failure to maintain the "Ethical Walls" as described in Condition 21.4 (Conflict of Interest) 
arising during the course of this Contract, the Authority reserves the right to immediately terminate the 
Contract on giving written notice to the Contractor and to pursue the Contractor for damages.

If the Contractor's staff breach this Conflict of Interest Condition, the Contractor undertakes to keep the 
Authority fully and effectively indemnified in respect of all costs, losses and liabilities arising from any wrongful 
disclosure or misuse of the Confidential Information by the Contractor's staff. This indemnity shall be without 
prejudice to any other rights or remedies, including injunctive or other equitable relief, which the Authority may 
be entitled to, but for the avoidance of doubt shall be subject to the limitations of liability (including without 
limitation the cap on liability) set out in this Contract.

LOSS OR DAMAGE

A Notice may be served by the Authority on the Contractor in the following ways: 

(a)
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These Conditions shall apply to the exclusion of all other terms and conditions including any terms and 
conditions which the Contractor may seek to apply under any purchase order, confirmation of order, invoice, 
delivery note or similar document.

The Contractor shall be deemed to have accepted the terms and conditions of the Contract by delivering the 
Goods and/or Service.

Time for delivery of Goods and/or provision of the Service shall be of the essence of the Contract.

If either Party does not enforce any one or more of the terms or conditions of this Contract this does not mean 
that the Party has given up the right at any time subsequently to enforce all terms and conditions of this 
Contract.

The Contract shall be governed by and interpreted in accordance with the law of England and Wales and the 
Parties submit to the exclusive jurisdiction of the courts of England.

TRANSPARENCY

A notice shall be deemed served at the time of delivery, after four hours for a facsimile, or on the second 
working day after posting.

VARIATIONS TO THE CONTRACT

The Authority shall in no circumstances be liable for any claim, loss or damage whether arising in contract, tort 
(including negligence) or otherwise, for consequential, economic, special or other indirect loss and shall not be 
liable for any losses calculated by reference to profits, contracts, business, goodwill, income, production or 
accruals whether direct or indirect and whether or not arising out of any liability of the Contractor to any other 
person.

DISPUTE RESOLUTION

The Parties shall attempt in good faith to negotiate a settlement to any dispute between them arising out of or in 
connection with the Contract before taking any legal action.

LAW

The Parties acknowledge that for the purposes of the Data Protection Legislation, the Customer is the 
Controller and the Contractor is the Processor unless otherwise specified in the Processing, Personal Data 
and Data Subjects Schedule at Annex B.1. The only processing that the Processor is authorised to do is listed 
in the Processing, Personal Data and Data Subjects Schedule at Annex B.1 by the Controller and may not be 
determined by the Processor.

The Processor shall notify the Controller immediately if it considers that any of the Controller's instructions 
infringe the Data Protection Legislation.

The Processor shall provide all reasonable assistance to the Controller in the preparation of any Data 
Protection Impact Assessment prior to commencing any processing. Such assistance may, at the discretion of 
the Controller, include:

(a)

(b)

The parties acknowledge that, except for any information which is exempt from disclosure in accordance with 
the provisions of the FOI Act, the content of this Contract is not Confidential Information. The Authority shall 
be responsible for determining in its absolute discretion whether any of the content of the Contract is exempt 
from disclosure in accordance with the provisions of the FOI Act. Notwithstanding any other term of this 
Contract, the Contractor gives consent to the Authority to publish the Contract in its entirety, (but with any 
information which is exempt from disclosure in accordance with the provisions of the FOI Act redacted) 
including from time to time agreed changes to the Contract, to the general public.

The Authority may consult with the Contractor to inform its decision regarding any exemptions but the 
Authority shall have the final decision in its absolute discretion.

The Contractor shall assist and cooperate with the Authority to enable the Authority to publish this 
Agreement.

DATA PROTECTION
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a systematic description of the envisaged processing operations and the purpose of the processing; 

an assessment of the necessity and proportionality of the processing operations in relation to the 
Services;

an assessment of the risks to the rights and freedoms of Data Subjects; and

The Parties may agree a variation to the Contract but this will not be effective until it has been recorded in writing 
and signed by the Contractor and a senior officer of the Authority requiring the Services and/or Goods. This
Condition does not affect the Authority’s sole right in Condition 24.2 (Termination) to reduce the quantity of 
Goods or Services which it requires under the Contract.

GENERAL
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(d)

32.4

(a)

(b)

(c)

(')

(ii)

(c)

(d)

(d)

(')

(iv)

(e)

32.5

(d)

(e)

or

Page 10 of 21

(a)

(b)

(c)

the Processor Personnel do not process Personal Data except in accordance with this
Agreement (and in particular the Processing, Personal Data and Data Subjects Schedule at 
Annex B.1);

it takes all reasonable steps to ensure the reliability and integrity of any Processor Personnel 
who have access to the Personal Data and ensure that they:

(a)

(b)

(')

(H)

(iii)

(iv)

(ii)

(iii)

the measures envisaged to address the risks, including safeguards, security measures and 
mechanisms to ensure the protection of Personal Data.

The Processor shall, in relation to any Personal Data processed in connection with its obligations under this 
Agreement:

process that Personal Data only in accordance with the Processing, Personal Data and Data Subjects 
Schedule at Annex B.1, unless the Processor is required to do otherwise by Law. If it is so required 
the Processor shall promptly notify the Controller before processing the Personal Data unless 
prohibited by Law;

ensure that it has in place Protective Measures, which are appropriate to protect against a Data Loss 
Event, which the Controller may reasonably reject (but failure to reject shall not amount to approval by 
the Controller of the adequacy of the Protective Measures), having taken account of the:

nature of the data to be protected;

harm that might result from a Data Loss Event; 

state of technological development; and

cost of implementing any measures;

ensure that:

Subject to Condition 32.6 (Data Protection), the Processor shall notify the Controller immediately if it: 

receives a Data Subject Request (or purported Data Subject Request);

receives a request to rectify, block or erase any Personal Data;

receives any other request, complaint or communication relating to either Party's obligations under the 
Data Protection Legislation;

receives any communication from the Information Commissioner or any other regulatory authority in 
connection with Personal Data processed under this Agreement;

receives a request from any third Party for disclosure of Personal Data where compliance with such 
request is required or purported to be required by Law;
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are aware of and comply with the Processor’s duties under this condition; 

are subject to appropriate confidentiality undertakings with the Processor or any Sub­
processor;

are informed of the confidential nature of the Personal Data and do not publish, 
disclose or divulge any of the Personal Data to any third Party unless directed in 
writing to do so by the Controller or as otherwise permitted by this Agreement; and 

have undergone adequate training in the use, care, protection and handling of 
Personal Data; and

not transfer Personal Data outside of the EU unless the prior written consent of the Controller has 
been obtained and the following conditions are fulfilled:

the Controller or the Processor has provided appropriate safeguards in relation to the transfer 
(whether in accordance with GDPR Article 46 or LED Article 37) as determined by the 
Controller;

the Data Subject has enforceable rights and effective legal remedies;

the Processor complies with its obligations under the Data Protection Legislation by providing 
an adequate level of protection to any Personal Data that is transferred (or, if it is not so 
bound, uses its best endeavours to assist the Controller in meeting its obligations); and 

the Processor complies with any reasonable instructions notified to it in advance by the 
Controller with respect to the processing of the Personal Data;

at the written direction of the Controller, delete or return Personal Data (and any copies of it) to the 
Controller on termination of the Agreement unless the Processor is required by Law to retain the 
Personal Data.
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becomes aware of a Data Loss Event.

32.6

32.7

32.8

(o)

32.9

32.10

32.11

(d)

32.12

32.13

32.14

32.15

33

33.1
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(a)

(b)

(o)

The Processor shall maintain complete and accurate records and information to demonstrate its compliance 
with this condition. This requirement does not apply where the Processor employs fewer than 250 staff, 
unless:

(a)

(b)

(c)

(d)

(e)

the Controller with full details and copies of the complaint, communication or request; 

such assistance as is reasonably requested by the Controller to enable the Controller to comply with a 
Data Subject Request within the relevant timescales set out in the Data Protection Legislation; 

the Controller, at its request, with any Personal Data it holds in relation to a Data Subject; 

assistance as requested by the Controller following any Data Loss Event;

assistance as requested by the Controller with respect to any request from the Information
Commissioner’s Office, or any consultation by the Controller with the Information Commissioner's 
Office.

(f)

The Processor’s obligation to notify under Condition 32.5 (Data Protection) shall include the provision of 
further information to the Controller in phases, as details become available.

Taking into account the nature of the processing, the Processor shall provide the Controller with full 
assistance in relation to either Party's obligations under Data Protection Legislation and any complaint, 
communication or request made under Condition 32.5 (Data Protection) (and insofar as possible within the 
timescales reasonably required by the Controller) including by promptly providing:

(a)

(b)

notify the Controller in writing of the intended Sub-processor and processing; 

obtain the written consent of the Controller;

enter into a written agreement with the Sub-processor which give effect to the terms set out in this 
conditions such that they apply to the Sub-processor; and

provide the Controller with such information regarding the Sub-processor as the Controller may 
reasonably require.

The Processor shall remain fully liable for all acts or omissions of any of its Sub-processors.

The Controller may, at any time on not less than 30 Working Days’ notice, revise this condition by replacing it 
with any applicable controller to processor standard conditions or similar terms forming part of an applicable 
certification scheme (which shall apply when incorporated by attachment to this Agreement).

The Parties agree to take account of any guidance issued by the Information Commissioner’s Office. The 
Controller may on not less than 30 Working Days’ notice to the Processor amend this agreement to ensure 
that it complies with any guidance issued by the Information Commissioner’s Office.

Where the Parties include two or more Joint Controllers as identified in the Processing, Personal Data and 
Data Subjects Schedule at Annex B.1 in accordance with GDPR Article 26, those Parties shall enter into a 
Joint Controller Agreement based on the terms outlined in the Schedule at Annex B.2 in replacement of 
Conditions 32.1 - 32.14 (for the Personal Data under Joint Control)

Safeguarding

For the purposes of this Clause 33, “Reasonable Measures” shall mean:

all reasonable endeavours expected to be taken by a professional and prudent supplier in the Supplier’s 
industry to eliminate or minimise risk of actual, attempted or threatened exploitation, abuse and harassment 
(including Sexual Abuse, Sexual Exploitation and Sexual Harassment) and whether or not such conduct 
would amount to a criminal offence in the United Kingdom or an offence under the laws of the territory in 
which it takes place (together“Serious Misconduct”) as is reasonable and proportionate under the 
circumstances. Such endeavours may include (but shall not be limited to):
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the Controller determines that the processing is not occasional;

the Controller determines the processing includes special categories of data as referred to in Article 
9(1) of the GDPR or Personal Data relating to criminal convictions and offences referred to in Article 
10 of the GDPR; or

the Controller determines that the processing is likely to result in a risk to the rights and freedoms of 
Data Subjects.

The Processor shall allow for audits of its Data Processing activity by the Controller or the Controller’s 
designated auditor.

Each Party shall designate its own data protection officer if required by the Data Protection Legislation.

Before allowing any Sub-processor to process any Personal Data related to this Agreement, the Processor 
must:
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(a)

(b)

(c)

(d)

(e)

33.2

33.3

33.4

33.5

33.6

33.7

33.8
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Clear reporting lines and whistleblowing policies in place for Supplier Personnel, Supplier Providers 
and beneficiaries,

1)

2)

3)

Clear and detailed policies and guidance for Supplier Personnel, Supplier Providers and where 
appropriate, beneficiaries;

Developing, implementing and maintaining a safeguarding plan throughout the term (including 
monitoring);

Provision of regular training to Supplier Personnel, Supplier Providers and where appropriate, 
beneficiaries
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Maintaining detailed records of any allegations of Serious Misconduct and regular reporting to FCDO 
and the Appropriate Authorities (where relevant) of any such incidents;

Any other Good Industry Practice measures (including any innovative solutions),(f)

The Supplier shall take all Reasonable Measures to prevent Serious Misconduct by the Supplier Personnel or 
any other persons engaged and controlled by it to perform any activities under this Agreement (“Supplier 
Providers”) and shall have in place at all times robust procedures which enable the reporting by Supplier 
Personnel, Supplier Providers and beneficiaries of any such Serious Misconduct, illegal acts and/or failures by 
the Supplier or Supplier Personnel to investigate such reports.

The Supplier shall take all Reasonable Measures to ensure that the Supplier Personnel and Supplier 
Providers do not engage in sexual activity with any person under the age of 18, regardless of the local age of 
majority or age of consent or any mistaken belief held by the Supplier Personnel or Supplier Provider as to the 
age of the person. Furthermore, the Supplier shall ensure that the Supplier Personnel and Supplier Providers 
do not engage in ‘transactional sex’ which shall include but not be limited to the exchange of money, 
employment, goods, or services for sex and such reference to sex shall include sexual favours or any form of 
humiliating, degrading or exploitative behavior on the part of the Supplier Personnel and the Supplier
Providers. For the avoidance of doubt, such ‘transactional sex’ shall be deemed to be Serious Misconduct in 
accordance with Clause 33.1.

The Supplier shall promptly report in writing any complaints, concerns and incidents regarding Serious 
Misconduct or any attempted or threatened Serious Misconduct by the Supplier Personnel and Supplier 
Providers to FCDO, including FCDO’s Counter Fraud Section at reportinqconcerns@fcdo.gov.uk or +44 
(0)1355 843747, and where necessary, the Appropriate Authorities.

The Supplier shall fully investigate and document all cases or potential cases of Serious Misconduct and shall 
take appropriate corrective action to reduce the risk and/or eliminate Serious Misconduct being committed by 
the Supplier Personnel and Supplier Providers (which may include disciplinary action, termination of contracts 
etc.), such investigations and actions to be reported to FCDO as soon as is reasonably practicable. 

The Supplier shall not engage as Supplier Personnel or Supplier Provider for the purposes of the Services 
any person whose previous record or conduct known to the Supplier (or reasonably ought to be known by a 
diligent supplier which undertakes the appropriate checks) indicates that they are unsuitable to perform the 
Services and/or where they represent an increased and unacceptable risk of committing Serious Misconduct. 

The Supplier shall comply with all applicable laws, legislation, codes of practice and government guidance in 
the UK and additionally, in the territories where the Services are being performed, relevant to safeguarding 
and protection of children and vulnerable adults, which the Supplier acknowledges may include vetting of the 
Supplier Personnel by the UK Disclosure and Barring Service in respect of any regulated activity performed by 
the Supplier Personnel (as defined by the Safeguarding Vulnerable Groups Act 2006 (as amended)) and/or 
vetting by a local equivalent service. Where FCDO reasonably believes that there is an increased risk to 
safeguarding in the performance of the Services, the Supplier shall comply with any reasonable request by 
FCDO for additional vetting to be undertaken.

Failure by the Supplier to:

Put in place preventative measures to eliminate and/or reduce the risk of Serious Misconduct; or 

Fully investigate allegations of Serious Misconduct; or

Immediate report any complaints to FCDO and where appropriate, the relevant authorities (including 
law enforcement)

shall be a material Default of this Contract and shall entitle FCDO to terminate this Contract with effect.
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Annex A

Compliance Area 1: Value for Money and Governance

Z

Z

Compliance Area 2: Ethical Behaviour

Z

z
z

z
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Suppliers and their Sub-Contractors act on behalf of government and interact with citizens, public sector/third sector 
organisations and the private sector These interactions must therefore meet the highest standards of ethical and 
professional behaviour that upholds the reputation of government.

1. The Supplier shall comply with the Supplier Code of Conduct as set out in this Appendix B and any changes made 
to the Code thereafter from time to time by the Authority.
2. The Supplier shall submit a Declaration of Compliance, as set out at Sub-Appendix B (Declaration of Compliance) 
of this Appendix B to the Agreement, within one (1) month of the Award of this Agreement and thereafter annually on 
the anniversary of the date of Award of this Agreement via the Authority’s Bravo eSourcing Portal.
3. The Authority shall notify the Supplier during any Call-Off, made pursuant to this Framework Agreement, of the level 
of compliance required for the Call-Off, the level of compliance to be determined at the sole discretion of the Authority 
and taking into consideration the risk and value of the Services.
4. The Supplier shall ensure that the evidence outlined in Sub-Appendix A (Compliance Level Matrix) to this Annex for 
the required level of compliance is made available at the Call-Off stage where appropriate and at the frequency set out 
herein. The Authority reserves the right to request further evidence demonstrating the Supplier’s compliance with the 
Code and to conduct spot checks from time-to-time.

Arrangements and relationships entered into, whether with or on behalf of the Authority, must be free from bias, 
conflict of interest or the undue influence of others. Particular care must be taken by staff who are directly involved in 
the management of a programme, procurement, contract or relationship with the Authority, where key stages may be 
susceptible to undue influence. In addition, Suppliers and their Sub-Contractors must not attempt to influence an 
Authority member of staff to manipulate programme monitoring and management to cover up poor performance. 
Suppliers and their Sub-Contractors must declare to the Authority any instances where it is intended that any direct or 
delivery chain staff members will work on Authority funded business where those staff members have any known 
conflict of interest or where those staff members have been employed by the Crown in the preceding two years. 
Suppliers and their Sub-Contractors must provide proof of compliance with the HMG approval requirements under the 
Business Appointment Rules.

Suppliers must demonstrate that they are pursuing continuous improvement to reduce waste and improve efficiency in 
their internal operations and within the delivery chain. The Authority expects suppliers to demonstrate openness and
honesty and to be realistic about capacity and capability at all times, accepting accountability and responsibility for 
performance along the full delivery chain, in both every-day and exceptional circumstances.

Supplier Code of Conduct (Programme including ODA) 

Programme Spend
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Specific requirements include:
Provision of relevant VfM and governance policies and a description of how these are put into practice to meet the 

Authority’s requirements (e.g. codes on fraud and corruption, due diligence);

Z A transparent, open book approach, which enables scrutiny of value for money choices, applies pricing structures 
that align payments to results and reflects an appropriate balance of performance risk;

Processes for timely identification and resolution of issues and for sharing lessons learned.

Suppliers and their Sub-Contractors must have the following policies and procedures in place:
Recruitment policy (which must address circumstances where there may be potential or actual conflict of interest); 

Ongoing conflict of interest, mitigation and management;

Refresher ethical training and staff updates (including awareness of modern day slavery and human rights
abuses);
Z A workforce whistleblowing policy;

Procedures setting out how, staff involved in FCO funded business, can immediately report all suspicions or 
allegations of aid diversion, fraud, money laundering or counter terrorism finance to FCO’s Anti-Fraud and Corruption
Unit (AFCU) at afcu@fco.gov.uk or on +44(0)7771 573944/ +44(0)7881 249938.

Value for Money is an essential requirement of all Authority commissioned work. All Suppliers must seek to maximise 
results, whilst driving cost efficiency, throughout the life of commissioned programmes. This includes budgeting and 
pricing realistically and appropriately to reflect delivery requirements and levels of risk over the life of the programme. 
It also includes managing uncertainty and change to protect value in the often-challenging environments that we work 
in.
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Compliance Area 3: Transparency and Delivery Chain Management

Z

Z

Z

Compliance Area 4: Environmental Issues

Z

Z

Compliance Area 5: Terrorism and Security

Z
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The Authority requires full delivery chain transparency from all Suppliers. All delivery chain partners must adhere to 
wider HMG policy initiatives including the support of micro, small and medium sized enterprises (MSMEs), prompt 
payment, adherence to human rights and modern slavery policies and support for economic growth in developing 
countries.

Suppliers must implement due diligence processes to provide assurance that UK Government funding is not used in 
any way that contravenes the provisions of applicable terrorism legislation.

Suppliers must be committed to high environmental standards, recognising that the Authority’s activities may change 
the way people use and rely on the environment, or may affect or be affected by environmental conditions. Suppliers 
must demonstrate they have taken sufficient steps to protect the local environment and community they work in, and 
to identify environmental risks that are imminent, significant or could cause harm or reputational damage to the 
Authority.

Suppliers must engage their delivery chain supply partners in a manner that is consistent with the Authority’s 
treatment of its Suppliers. This includes, but is not limited to: pricing; application of delivery chain risk management 
processes; and taking a zero tolerance approach to tax evasion, corruption, bribery and fraud in subsequent service 
delivery or in partnership agreements.

1 https://www.aidtransparency.net/
2 https://www.gov.uk/guidance/prompt-payment-policy
3 https://eiti.org/
4 https://www.gov.uk/govemment/publications/cyber-essentials-scheme-overview
5 https://digitalprinciples.org/
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Specific requirements for Suppliers include:
Provide assurance to the Authority that the policies and practices of their delivery chain supply partners and 

affiliates are aligned to this Code;

Z Maintaining and sharing with the Authority up-to-date and accurate records of all downstream partners in receipt 
of Authority funds and/or Authority funded inventory or assets. This should map how funds flow from them to end 
beneficiaries and identify risks and potential risks along the delivery chain;

Ensuring delivery chain partner employees are aware of the FCO’s Anti-Fraud and Corruption Unit (AFCU) and 
how to contact them at afcu@fco.gov.uk or on +44(0)7771 573944/ +44(0)7881 249938.

Publication of Authority funding data in accordance with the International Aid Transparency Initiative (IATI)i 

Z Suppliers shall adhere to HMG prompt payment policy2and shall not use restrictive exclusivity agreements with 

sub-partners.

Specific requirements:
Z Suppliers must safeguard the integrity and security of their IT and mobile communications systems in line with the 
HMG Cyber Essentials Scheme4. Award of the Cyber Essentials or Cyber Essential Plus badges would provide 
organisational evidence of meeting the UK Government-endorsed standard;

Z Suppliers who manage aid programmes with a digital element must adhere to the global Principles for Digital 
Developments, which sets out best practice in technology-enabled programmes

Ensure that Authority funding is not linked to terrorist offences, terrorist activities or financing.

Publication of environmental performance reports on a regular basis

Membership or signature of relevant Codes, both directly and within the delivery chain such as conventions: 
standards or certification bodies (eg the Extractive Industries Transparency Initiatives).

Commitment to environmental sustainability may be demonstrated by: 
Z Formal environmental safeguard policies in place;
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Sub-Appendix A: Compliance Level matrix

i.

Annually X X X

Annually X X 0a.

b. Annually X X 0

Tax declaration (HMRC format) Annually X X 0c.

Annually X X 0a.

b. Ethical training and staff updates Annually X X 0

A workforce whistleblowing policy Annually X X 0c.

d. Annually X X 0

X X 0e.

Proof of compliance with IATI Annually X 0 0a.

b. Annually X 0 0
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CL1
X

CL2
X

CL3
X

VfM being maximized over the life 
of a contract.

Proof of compliance with the HMG 
approval requirements under the 
business appointments rules.

Record of all downstream supply 
partners

The table below sets out the evidence that Suppliers are required to make available when requested by the Authority 
to demonstrate compliance with the Code. For Call-Off Contracts requiring adherence to Compliance Level 1 (CL1) or 
Compliance Level 2 (CL2) the Supplier shall provide the evidence below at the frequency stated below to the 
Authority.

Frequency 
Annually

3. Transparency and Delivery Chain Management 
IATI compliance for Suppliers and 
delivery chain partners______________
Provision of up-to-date and accurate
records of all downstream supply 
partners provided within the required
frequencies, including annual
contractual spend on MSME’s, women 
owned businesses and
apprenticeships in place

Staff involved in Authority funded 
programmes are aware of how to 
report all suspicions or allegations 
of aid diversion, fraud, money 
laundering or counter terrorism to 
the Authority.__________________
Declaration of direct or delivery 
chain staff members proposed to 
work on Authority funded 
programmes if employed by the 
Crown in the preceding two years.

Evidence Required______
Declaration set out at Sub- 
Appendix B provided. 
Certificate/Confirmation of 
membership

Relevant organisation policies, 
including recruitment policy which 
must address circumstances where 
there may be potential or actual 
conflict of interest________________
Copy of training programme; 
Training logs; Relevant 
communication to staff___________
Relevant organisation policy and 
evidence of continuous staff 
awareness maintained.___________
Relevant organization policy and 
evidence of regular communication 
to staff.

Relevant organisation policies, 
including detailed annual financial 
breakdown related to the contract 
Relevant documentation to include:
- Confirmation of annual profit level 
fluctuations since contract award;
- Evidence of timely resolution of 
identified issues;
- Evidence of lessons learned_____
- Tax the organisation paid on 
profits made in the last 3 years, and 
in which countries;
- Compliance with relevant country 
level tax regulations fully 
understood and met

2. Ethical Behaviour_____________
Adherence to conflict of interest 
management procedures

ATT3_Terms and Conditions Rapid Evidence Review US Business Sectors and Enablers Act

Received by NSD/FARA Registration Unit 02/02/2023 8:40:50 AM

Compliance Area and requirement
Declaration of compliance with the 
Supplier Code of Conduct_______
Declaration of sign up to the UN 
Global Compact________________

1. Value for Money (VfM) and Governance 

Economic and governance policies 
in practice

Annually 
(and when 
a new 
member of 
staff who 
this applies 
to joins the 
project
team)
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Annually X 0 0c.

d. Annually X X 0

Annually X 0 0e.

Annually X 0 0a.

b. Annually X 0 0

Status declaration Annually X X 0a.

b. Annually X X 0

Annually X X 0c.

d. Annually X 0 0

Annually X X 0a.

b. Annually X X X

Membership Number Annually X 0 0c.

d. Annually X 0 0
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Appropriate certification or 
documentation

Appropriate certification or 
documentation

Appropriate certification or 
documentation

Compliance with key legislation on 
international principles on labour and 
ethical employment

Internal policies or communication 
demonstrating communication to 
staff and delivery chain partners 
showing appropriate level of 
commitment to the UN Compact 
Report on number and details of 
organization safeguarding 
allegations reported.

Documentation demonstrating 
how environmental risks are 
identified (e.g. risk register) with 
formal context specific 
environmental safeguarding 
policies in place______________
Published reports

Policies and practices for the 
management of delivery chain partners 
and affiliates aligned to the Supplier 
Code of Conduct___________________
Tax evasion, bribery, corruption and 
fraud compliance

Verification that policies and 
practices for the management and 
governance of delivery chain 
supply partners is in place_______
Statement of assurance that there 
has been no change to previous 
statements____________________
Confirmation of adherence to 
HMG prompt payment policy
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HMG prompt payment policy adhered 
to by all delivery chain partners______

4. Environmental Issues_______________
Processes in place to identify 
environmental risks (e.g. by
maintaining a risk register) ensuring 
legislative requirements are met and 
context specific environmental issues 
addressed________________________
Annual environmental performance 
reports____________________________

5. Terrorism and Security_____________
Reporting of terrorist offences or 
offences linked to terrorist activities or 
financing__________________________
Confirmation that no engaged 
employees or deliver chain personnel 
appears on the Home Office 
Prescribed Terrorist Organization List. 
Data is managed in accordance with 
DFID security policy and all systems 
are in accordance with the HMG cyber 
essentials scheme_________________
Adherence to best practice global 
principles for digital development

6. Safeguarding, Social Responsibility and Human Rights_____________
Confirmation of UN Global 
Compact Membership; Internal 
documentation demonstrating 
best practice and compliance 
Proof of application and 
embedding of a safeguarding
policy

Measures in place and cascaded to 
assure the prevention of actual, 
attempted or threatened sexual 
exploitation or abuse or other forms of 
inequality or discrimination by Relevant 
Individuals. Robust procedures for the 
reporting of suspected misconduct, 
illegal acts or failures to investigate in 
place._____________________________
Membership of the International
Labour Organisation or Ethical Trading
Initiative___________________________
Principles cascaded to employees and 
sub-contractors via an internal policy 
or written outline of good practice 
service deliver approaches to Human 
Rights and Safeguarding reflecting UN 
Global Compact Principles 1 & 2
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Sub-Appendix B: Declaration of Compliance

Signed on behalf of the supplier

Full Name
Matthew Caleb Stephenson

Position held on behalf of Supplier

Date
20 January 2023
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Solo consultant (Professor of Law, Harvard Law 
School
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Sub-Appendix C: UN Global Compact - Principles

Principle 1: businesses should support and respect the protection of internationally proclaimed Human Rights

Principle 2: businesses should ensure they are not complicit in Human Rights abuse

Examples of how suppliers and partners should do this are set out below:

In the Community

by preventing the forcible displacement of individuals, groups or communities

by working to protect the economic livelihood of local communities

In the Workforce

by providing safe and healthy working conditions

by guaranteeing freedom of association

by ensuring non-discrimination in personnel practices

by ensuring that they do not use directly or indirectly forced labour or child labour

by having an affirmative action programme to hire victims of domestic violence 

by making reasonable accommodations for all employees' religious observance and practices
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Organisations should do this by giving attention to vulnerable groups including women, children, people with 
disabilities, indigenous groups, migrant workers and older people.

Organisations should comply with all laws, honouring international standards and giving particular consideration to 
high risk areas with weak governance.

perhaps most importantly, a successful business which provides decent work, produces quality 
goods or services that improve lives, especially for the poor or other vulnerable groups, is an 
important contribution to sustainable development, including human rights

through differential pricing or small product packages create new markets that also enable the 
poor to gain access to goods and services that they otherwise could not afford 

by providing access to basic health, education and housing for the workers and their families, if 
these are not provided elsewhere 

If companies use security services to protect their operations, they must ensure that existing 
international guidelines and standards for the use offeree are respected

by fostering opportunities for girls to be educated to empower them and also helps a company to 
have a broader and more skilled pool of workers in the future, and 

by contributing to the public debate. Companies interact with all levels of government in the 
countries where they operate. They therefore have the right and responsibility to express their 
views on matters that affect their operations, employees, customers and the communities of 
which they are a part 
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Processing, Personal Data and Data Subjects Schedule Annex B.1

1. The contact details of the Controller’s Data Protection Officer are: Data.Protection@fcdo.qov.uk

2.

3. The Processor shall comply with any further written instructions with respect to processing by the Controller.

4. Any such further instructions shall be incorporated into this Schedule.

Subject matter of the processing

Description

Page 19 of 21

The contact details of the Processor’s Data Protection Officer are: Katie McGrath Associate Dean, Chief 
Financial Officer, Implemenation Coordinator, Harvard Law School kmcqrath@law.harvard.edu

Plan for return and destruction of the 
data once the processing is complete 
UNLESS requirement under union or 
member state law to preserve that 
type of data

The data files, research/analysis & reports will be stored on the British 
Embassy Washington system and the commercial contract will be 
stored in the shared database for up to 6 years for audit purposes. 
A rapid evidence assessment on US business sectors views on 
provisions within the Enablers Act.

This Schedule shall be completed by the Controller, who may take account of the view of the Processors, however the
final decision as to the content of this Schedule shall be with the Controller at its absolute discretion.

Commercial contract & open source data containing names,
addresses, telephone number and email addresses of both parties.
Source information of suppliers’ names, addresses, telephone number, 
email addresses and qualitative/quantitative information on views held. 
The processor will supply all data files, research/analysis and versions 
of reports to British Embassy Washington. Thereafter they will delete 
and destroy all data/information from their systems no later than 6 
months from the end of the contract (30 September 2023).

Details_______________________________________________________
The Parties acknowledge that for the purposes of the Data Protection 
Legislation, the Customer is the Controller and the Contractor is the
Processor in accordance with Conditions outlined in section 32._____
Delivery of rapid evidence assessment on US business sectors views 
on provisions within the Enablers Act.____________________________
10 weeks (23 January 2023 - 31 March 2023), unless extended 
Contact information exchange for the services.
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Description______________
Identity of the Controller and 
Processor

Duration of the processing
Nature and purposes of the 
processing_______________
Type of Personal Data being 
Processed________________
Categories of Data Subject
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Joint Controller Agreement Annex B.2

Not Applicable
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Security Annex C

Not Used
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